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The American Petroleum Institytdtmerican Gas Association, American F&ePetrochemical
Manufacturers, the Interstate Natural Gas Association of AmenchtheAmerican Public Gas
Association( c ol | ect i v e I ypffer theGadlawimgecommemtsson thizepartment of
Energy’ s Reque@®El) Cdiles, Standardsy Spexifications, and Other Guidance
for Enhancing the Resilience of Oil and Natural Gas Infrastructure Systems tASwvese

Weather Events "'The Commenters represerspectivenembers involved in all aspects of the

oil and natural gas industry, including producers, refiners, supglistebutors pipeline

operators and marine transporters, as well as servicaippty €ompanies that support all
segments of the industr@ommentemembers are deeply committed to safe, seceasdijent,

and environmentally responsible operations which reduce potential risk to the public, as well as
employees, contractors, and ofienas.

Safetyis the core value of the industapd we continue to work witstakeholders, including
DOE,to ensure we are operating in a manner that protects our warlgeommunities
promotes safe practices, antproves our ability to deliver crital products around the nation to
meet consumer demand

Resilience in the Natural Gas and Oil Indusés

Commenters are concerned thatthe visionefs i | i ence | aiinpliesthat i n DOE’
resilience is a standalone conceggiparate from other processes and programs. The natural gas

and oilindustriesdo not approach resilience this way. Insteagl viewresilienceasa product

of many interconnecteefforts to operate safely and efficiently, throughout any circumstataces,

the bestof n 0 p eabilayt Forrdécades, the natural gasl oilindustieshave built a vast

and reliablanfrastructure that has withstood many disasters. Simultaneouslindustriesuilt

a culture where every employee feels a resportsiffidl the safety of his or her emorkers,

their customers and communiti€ur companies and our energy production and delivery

systems hawbeen tested in recent years by extreme weather, and we have succeeded.

LAPI, AGA, and INGAA are also submitting comments through the Natural Gas Council



The competitive nature of natural gas and oil markets drives innovation in the industry, which is
focused on constant improvement and continuously adds to the resilience of the system. The
industry is operating twentfour hoursperday, 365 dayperyear,producing more than 4 billion

barrelg (bb/d) of U.S. crude oiand almost 33 Méfof natural gas in 2018. The operational
efficiency and technological innovation that
natural gas and oil has also develbperobust infrastructure domestically that provides system
resilience through a diversity of supply, modes and routes of transportation, and storage and
delivery options.

In generalpperational capabilities minimize the possibility taaydisruption las more than a
localized impactFor example,he followinglist demonstrates hovesilience iglesigned into
the operations anlilt into the course of normal business practfoesatural gas pipelines

1 An extensive network of interconnected pipelinféfers multiple pathways to reroute
deliveries;

1 Parallel pipelines increase pipeline capacity and make it possible to shut off one while
keeping others in service;

1 Geographically dispersed production and storage ensure supply flexibility;

1 A physical property of natural gas known as compressibility allows for additional volume
of gas molecules to be packed into the pipeline.

0 This excess volume of compressed,fas o wn a s ,”“ Ipirmev i pdeecsk a f |
buffer of stored energy to be natlyadvailable in the pipeline system.

0 The purpose of this buffer is to ensure the capability of the pipeline operations to
accommodate changing conditions throughout the day.

o0 Though line pack neither creates incremental capacity (the pipe sizelasslf
notchange) nor is it a substitute for appropriate transportation contracts, it often
can be used to help minimize the impact of skemn supply disruption;

1 The combination of physical characteristics of natural gas and the interconnected pipeline
systen allows operators to control and redirect the flow around pipeline @autage
(anal ogous to driving a ‘“detour’).

Commenters take i sAlthoeghtivasd industriés @and sageriesehave boeeén,
working for several years to develoguture of redience, at present theren® settled body of

expert knowledgabout requirements and practiceséahancing the resilience of these

systems. The statement ignores the decades of exp
the industry and the perfmance of the industry in the face of events such as Hurricanes Harvey

and Irma, which directly impacted both operations and the corporate headquarters of many large

oil and natural gas companies. Despite record floqaiatyral gas service was never diged

2 https://www.eia.gov/dnav/pet/pet_crd crpdn_adc_mbbl_m.htm
3 https://www.eia.gov/dnav/ng/hist/n9050us2A.htm



https://www.eia.gov/dnav/pet/pet_crd_crpdn_adc_mbbl_m.htm
https://www.eia.gov/dnav/ng/hist/n9050us2A.htm

to customers who could receive it and supplies of liquid products were maintained to allow
Florida residents to both evacuate and return as Irma passed through the state.

Resilience through Regulation

Throughout the oil and natural gas value chains, the industries utilize a broad portfolio of tools to
protect facilities from physical and cybersec
security and the resilience and redundancy built inteliie systems, the federal government

has opted to partner with the pipeline industry on cyber and physical security insteqaliafg

mandatory and prescriptive regulations. This partnership is notably reflectedlsty i ndustri e
commitment to updatmand implementing the TSA Pipeline Security Guidelijégasidelines)

which provide a ristbased approach to protecting pipeline infrastructure from cyber and

physical security threats. Ti@guidelinescover an expansive range of operations, regions, and
commodities, including natural gas and hazardous liquid transmission pipeline systems, natural

gas distribution pipeline systems, and liquefied natural gas (LNG) facilities. Additionally,

resilience in the various segments of the oil and natural gas vaunsistfostered by operation

and/or location specific security standards, including but not limited to Department of Homeland
Security (DHS) Chemical Facility Anfierrorism Standarfd (CFATS)6 CFR Part 27

impactingoil and natural gas storagefining, processing and storage; the United States Coast

Guar d’ s 3 35-EMarRimé@Taangportatidsecurity Act (MTSA) for coastal facilities;

and State Public Utility Commissions for instate operations, such as natural gas utilities.

Whi | e ispronarg dgoal ig t@avoid allincidens and to build integrity, process safety,
operationaprogramsandculture to prevent any of these events from occurring, sometimes

incidentsdo occur. Historically, industry has learned through the sharing of etsamed from

incidents, as well as from regulations following significant incidents. The Oil Pollution Act of

1990 (OPA "90) brought sweeping changes to th
spills and mitigating the impacts if one weretoaccu OPA ' 90 requires oper.
pipelines, vessels carrying oll, refineries, and offshore platforms to develop and submit oil spill
response plans that outline how they will manage a spill, the resources they can bring to bear,

and the process foecovery. Exercise requirements are a significant example of how companies

have built response, recovery and resilience into their operations.

Exercises and drills are also required on a predetermined basig eochpaniesnust use the

U.S. Coast Guard’s National Preparedness for
require the use the Incident Command System (ICS). ICS is a federaimMoakfor incident

response that, when used, ensures companies have the roles and responsibilities for incident
response predetermined, and structured in a manner which can easily integrate with the
regulatory agency, if an incident occurs. In additiothts, many preparedness initiatives were
created in the 2010s, with source control being a primary concern. Often, companies will include
regulatory agencies and local emergency responders in their exercises to test learnings from the
past few decades tmsure they are familiar with response plans and their roles within the
response. All these activities ensure that a facility or operation has the tools and plans in place to
respond and recover if an incident occurs, therefore building resilience inagiopsr Further ,



operators often utilize business continuity plans to ensure their supply chain remains robust in
the event of a spill or natural disaster. As many companies are producing and moving both oil

and natural gas, this culture of preparednes®i specific to oil alone.

Pipelines:

Pipeline safety regulations and consensus sta
ensuring the safety of the public while also enabling pipeline infrastructure to deliver reliably

and resiliently Pipelinesafety standards have historically been developed by the American

Society of Mechanical Engineers (ASME), the American Petroleum Institute (API) and the

National Association of Corrosion Engineers (NACEhe U.S. Department of Transportation

(USDOT), Piglines and Hazardous Materials Safety Administration (PHMSA), Office of

Pipeline Safety (OPS$ responsible for promulgatirgpeline safety P HMSA’ s

regul ati

incorporate the vast majority of the consensus technical standards used by pipeline daperators
ensure safe, reliable, and resilient operations. Therefore3AHMs r egul at ory code
comprehensive body of expert knowledge about requirements and practices for ensuring resilient

pipeline infrastructure.

Tables 1 and 2below summarize #hcurrent PHMSA regulations that promote pipeline safety,

reliability, and resilience.

Table 1

Gas Pipeline Regulations (49 C.F.R. Part 192)

Subpart A- General

Subpart B- Materials

Subpart G- Pipe Design

Subpart D- Design of Pipelin€€omponents
Includes requirements for the installation of overpressure protection devices

Subpart E- Welding

Subpart F-Joining of Materials

Subpart G- Construction Requirements

Subpart H- Customer Meters, Service Regulators and Service Lines

Subgrt |- Corrosion Control

Subpart 3- Pressure Testing

Subpart K- Uprating

Subpart L- Operations
Includes requirements for damage prevention, public awareness, emergency preparedn
response, and control room management

Subpart M- Maintenance

Includes requirements for patrolling, leak surveys, and pipeline repairs
Subpart N-Qualification of Personnel

Subpart G- Gas Transmission Integrity Management

Includes requirements for risk assessments, pipeline inspection, and evalaoatfmpeline
condition

Subpart R Distribution Integrity Management




Table 2

Hazardous Liquid Pipeline Regulations (49 C.F.R. Part 195)

Subpart A-General

Subpart B- Reporting

Subpart G- Pipe Design

Includes requirements for design aselection of pipeline materials and components
Subpart D- Construction

Subpart E- Pressure Testing

Subpart F Operations and Maintenance

Includes requirements for damage prevention, public awareness, emergency preparedn
response, control roomanagement, and integrity management
Subpart G- Qualification of Personnel

Subpart H- Corrosion Control

Figure 1 summarizes how the pipeline safety practices provided by PHMSA regulations and
consensus standards address threats to pipeline safety, reliability, and resilience through a
combination of both preventative and mitigative measures.
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Figure 11 Prevention, Assessment and Mitigation Practices for Gas Transmission Pipeline Systems



Refineries:

There is a plethora of Federal and state environmental and lsafstgndregulations that
contribute to the resiliency of a refining site suchheResourceConservation an&ecovery
Act, the GeanWaterAct, OP A , th@@kcupationalSafety andHealthAdministration etc
This paroply of laws andregulations require resil-like controls such as secondary
containment, spill response plans, waste minimization and reco8eme examples of
regulations in the refining industtiiat are geared towards safatyd personnel securigre
listed below

General Industry
https://www.osha.gov/laweegs/regulations/standardnumber/1910

1

=8 =8 =4 =4 =4 -8 4 -8 o8 oh Ao oa oo oa o

1910 Subpart B Walking-Working Surfaces

1910 Subpart E Exit Routes and Emergency Planning
1910.95 Occupational noise exposure.

1910.119 Process safety management of highly hazardous chemicals.

1910.133 Eye and face protection.

1910.134 Respiratory Protection.

1910.137 Electrical Protective Equipment.

1910.138 Hand Protection.

1910.140 Personal fall protection stgns.

1910.146- Permitrequired confined spaces

1910.178 Powered industrial trucks.

1910.179 Overhead and gantry cranes.

1910.254 Arc welding and cutting.

1910.1001 Asbestos.

1910.1025 Lead.

1910.1026 Chromium (V1)

1910.1028 Benzene.

1910.1053 Respirable crystalline silica.

1910.1200 Hazard Communication.

The following regulations are specific ¢construction activities:
https://www.osha.gov/laweegs/regulations/standardnumber/1926

)l
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1926.20- General safety and health provisions.

1926.21- Safety training and education.

1926.22- Recording and reporting of injuries.

1926.23 First aid and medicalttention.

1926.24 Fire protection and prevention.

1926.25- Houséeeping.

1926.28- Personal protective equipment.
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Resilience through Industry Standards
API:

APl was formed in 1919 as a standasé#tingorganization and is the global leader in convening

subject matter experts across segments to establish, maintain, and distribute consensus standards
for the oil and gas industss In its first 100 years, APl has developed more than 700 standards to
enhane operational safety, environmental protection and sustainability across the industry,
especially through these standards being adopted gloB&llystandards are developed under

APl ' s American National St andar ttise APIstantdards ut e a
are recognized not only for their technical rigor but also their-hamtly accreditation which

facilitates acceptance by state, federal, and increasingly international regulators.

Below is asamplingof API consensustandards thatontribute to safe and secure operations
across the oil and natural gasuakthaiis andwhich create resilier&n the system.

General:

1 ANSI/API Standard 780, Security Risk Assessment Methodology for the Petroleum and
Petrochemical Industries
1 APIRP 781, Ecility Security Plan Methodology for the Oil and Natural Gas Industries

Upstream:

f RPT-2, 2™ Ed.,2001,Qualification Programs for Offshore Production Personnel Who Work
with Safety Devices

1 RPT-6, I'Ed., 2002Recommended Practice foraining and Qualification of Personnel in Well

Control Equipment and Techniques for Wireline Operations on Offshore Locations

RPT-7, 2" Ed.,1995,Training of Personnel in Rescue of Person in Wate

RP2D, 7"Ed., 2014 Operation and Maintenance of Oftse Cranes

RP5L1, 7" Ed., 2009Recommended Practice for Railroad Transportation of Line Pipe

RP5LW, 39Ed., 2009Recommended Practice for Transportation of Line Pipe on Barges and

Marine Vessels

RP7HU1, 1 Ed., 2009 Safe Use of 2nch Hammer Urons for Qilfield Applications

RP7L, I* Ed., 1995)nspection, Maintenance, Repair, and Remanufacture of Drilling Equipment

 RP8B, 8" Ed., 2014)nspection, Maintenance, Repair, and Remanufacture of Hoisting
Equipmen

f RP9B, 13"Ed., 2011 Application, Care, and Use of Wire Rope for Oil Field Service

f RP11ER 3°Ed., 2009Recommended Practice for Guarding of Pumping Units

 RP14B, 5"Ed., 2005Design, Installation, Repair and Operation of Subsurface Safety Valve
Systems

1 RP14G, 4" Ed., D07,Recommended Practice for Fire Prevention and Control on OpenType
Offshore Production Platforms
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 RP14J 2YEd., 2001Recommended Practice for Design and Hazards Analysis for Offshore
Production Facilities

Specl6C, 2" Ed., 2015Choke and Kill Systas

f  Spec16D, 3¢ Ed. 2018 Control Systems for Drilling Well Control Equipment and Control
Systems for Diverter Equipment

 RP17N, 2"Ed., 2017Recommended Practice for Subsea Production System Reliability and
Technical Risk Management

 RP170, 2" Ed., D14,Recommended Practice for High Integrity Pressure Protection Systems
(HIPPS)

1 RP49 2YEd., 2001 Recommended Practice for Drilling and Well Service Operations Involving
Hydrogen Sulfie

f Std53, 5"Ed., 2018 Well Control Equipment Systems for Drilly Wells

1 RP54, 4"Ed., 2019Recommended Practice for Occupational Safety for Oil and Gas Well
Drilling and Servicing Operations

 RP55, 2"Ed., 1995Conducting Oil and Gas Producing and Gas Processing Plant Operations
Involving Hydrogen Sulfide

1 RP59, 2"Ed., 2006 Recommended Practice for Well Control Operations

1 Std64, 39Ed., 2017Diverter Systems Equipment and Operations

1 RP651, 2WEd., 2018 Cementing Shallow Water Flow Zones in Deep Water Wells

 RP652, 2"Ed., 2010/solatingPotential Flow Zones During Well Construction

1 RP67, 2"Ed., 2007 Recommended Practice for Oilfield Explosives Safety

1 RP68, 1®'Ed. 1998 Well Servicing and Workover Operations Involving Hydrogen Sulfide

1 RP70, I*Ed., 2003 Security forOffshore oil and Natural Gas Operations

 RP70I, I*Ed., 2004 Security for Worldwide Offshore Oil and Natural Gas Operations

1 RP74, I*Ed., 2001Recommended Practice for Occupational Safety for Onshore Oil and Gas
Production Operation

1 RP 75 Recommendg Practice for Development of a Safety and Environmental Management
Program for Offshore Operations and Facilities

 RP76, 2Ed., 2007 Contractor Safety Management for Oil and Gas Drilling and Production
Operations

1 RP77, 1°Ed., 2018Risk-based Approeh for Managing Hydrocarbon Vapor Exposure during
Tank Gauging, Sampling, and Maintenance of Onshore Production Facilities

1 RP96, I*'Ed., 2013,Deepwater Well Design and Construction

1 RP98, I*'Ed., 2013Personal Protective Equipment Selection for&pilll Responders

1 RP99, I®Ed., 2014 Flash Fire Risk Assessment

Midstream:
1 API Standard 650 on Welded Steel Tanks for Oil Storage

1

RP 1115, ¥ Ed., Nov 2018, Design and Operation of Solutinimed Salt Caverns Used for
Liquid Hydrocarbon Storage
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RP 113, I Ed., Sept 2007, Computational Pipeline Monitoring for Liquids

RP 1133, ® Ed., Dec 2017, Managing Hydrotechnical Hazards for Pipelines Located Onshore or
Within Coastal Areas

RP 1160, 8 Ed., Feb 2019, Managing System Integrity for Hazardous diRipelines

RP 1161, # Ed., Feb 2019, Pipeline Operator Qualification (OQ)

RP 1162, ¥ Ed., Dec 2010, Public Awareness Programs for Pipeline Operators

Std 1164, ¥ Ed., June 2009, Pipeline SCADA Security

RP 1165, T Ed., Jan 2007, Pipeline SCADA Disyk

TR 1166, 2?Ed., Oct 2015, Excavation Monitoring and Observation for Damage Prevention
RP 1167, 2 Ed., June 2016, Pipeline SCADA Alarm Management

RP 1168, 2 Ed., Feb 2015, Pipeline Control Room Management

RP 1169, 1 Ed.,July 2013, Basic Inspeicin Requirements-New Pipeline Construction

RP 1170, Ed., July 2015, Design and Operation of Solufidimed Salt Caverns Used for
Natural Gas Storage

RP 1171, T Ed., Sept 2015, Functional Integrity of Natural Gas Storage in Depleted
Hydrocarbon Reseoirs and Aquifer Reservoirs

RP 1173, T Ed., July 2015, Pipeline Safety Management Systems

RP 1174, T Ed., Dec 2015, Onshore Hazardous Liquid Pipeline Emergency Preparedness and
Response

RP 1175, T Ed., Dec 2015, Pipeline Leak DetectieRrogram Management

RP 1177, T Ed., Nov 2017, Steel Pipeline Construction Quality Management Systems

Bull 1178, £ Ed., Integrity Data Management and Integration

RP 2200, 8 Ed., Sept 2015, Repairing Hazardous Liquid Pipelines

RP 3000, ¥ Ed., Sept 2014, Classifying and Loading of Crude Oil into Rail Tank Cars

Downstream:

)l

API Recommended Practice 721" Ed., May 203, Safe Operation of Hydrofluoric Acid
Alkylation Units

AP| Recommended Practice 7% Ed., Dec 2009Management of Hazards Associated with
Location of Process Plant Permanent Buildings

API Recommended Practice 788,Ed., June 2007, Reaffirmed J2012,Management of
Hazards Associated with Location of Process Plant Portable Buildings

ANSI/API Recommended Practice 724°Ed., April 2016,Process Safety Performance
Indicators for The Refining and Petrochemical Industries, Second Edition

ANSI/API Recommended Practice 758 Ed., May 2019Fatigue Risk Management Systems
for Personnel in The Refining and Petrochemical #riks

API Recommended Practice 7368 Ed., Sept 2014ylanagement of Hazards Associated with
Locationof Process Plant Tents



In addition, &

process safety systems by independent, credible, third party teams of huplusitiigd process
safety expert assessohs.order to meet the requirements of the progr@mpanies must
conform to the following standards:

f
|l
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Std510- Pressure Vessel Inspection Codesénvice Inspection, Rating, Repair, and Alteration
Std520- Sizing, Selection, and Installation of Pressigieving Devices, Part+Sizing &
Selection

Std520- Sizing, Selection, and Installation of Pressigkeving Devices, Part-H-Installation
Std521- Pressuraelieving and Depressuring Systems

Std530- Calculation of Heatetube Thickness in Petroleum Refineries

RP 538- Industrial Fired Boilers for General Refinery and Petrochemical Service
Std560- Fired Heaters for General Refinery Service

RP 570 Piping Inspection Code: igervice Inspection, Rating, Repair, and Alteration of Piping
Systems

RP 571- Damage Mechanisms Affecting Fixed Equipment in the Refining Industry

RP 572- InspectionPractices for Pressure Vessels

RP 573~ Inspection of Fired Boilers and Heaters

RP 574- Inspection Practices for Piping System Components

RP 575- Inspection Practices for Atmospheric and LBwessure Storage Tanks

RP 576- Inspection of Pressure ReliegifDevices

RP 577- Welding Inspection and Metallurgy

API 5791/ASME FFS1 - FitnessFor-Service

RP 580~ Risk-based Inspection

RP 581- Risk-based Inspection Technology

RP 582- Welding Guidelines for the Chemical, Oil, and Gas Industries

RP 584 Integrity Operating Windows

RP 585 Pressure Equipment Integrity Incident Investigation

Std620- Design and Construction of Large, Welded, LBvessure Storage Tanks
Std650— Welded Tanks for Oil Storage

RP 651- Cathodic Protection of Aboveground Petroleunr&ge Tanks

RP 652- Linings of Aboveground Petroleum Storage Tank Bottoms

RP 653- Tank Inspection, Repair, Alteration, and Reconstruction

Std660- Shelland Tube Heat Exchangers

Std661- Petroleum, Petrochemical, and Natural Gas Industt#ds-Cooled Hat Exchangers
for General Refinery Service

Std663- Hairpintype Heat Exchangers

Std664— Spiral Plat Heat Exchangers

part of the industry’s ongoing commi
improvements, API, in collaboration with industry partners, developed a Process Safety Site
Assessment Program (PSSAP). This program primarily ingtheeassessmentf a si t e’

S

tm



1 Publ. 932B- Design, Materials, Fabrication, Operation, and Inspection Guidelines for Corrosion
Control in Hydroprocessing Reactor E#lut Air Cooler (REAC) Systems

1 RP 934A - Materials and Fabrication of 2 ¥s@Mo, 2 ¥C¢1Mo-Y4V, 3Cr1Mo, and 3Ci1Mo-
Y4V SteelHeavy Wall Pressure Vessels for Hiflemperature, HiglPressure Hydrogen Service

1 RP 934C - Materials and Fabrication of 1 ¥4&RBMo Steel Heavy Wall Pressure Vessels for
High Pressurélydrogen Service Operating at or Below 825 °F (441 °C)

1 RP 934E - Recommended Practice for Materials and Fabrication of #£0o Steel Pressure
Vessels foiService Above 825 °F (440 °C)

1 RP 934G - Design Fabrication, Operational Effects, Inspection, Assessment, and Repair of Coke
Drums andPeripheral Components in Delayed Coking Units

1 RP 939C - Guidelines for Avoiding Sulfidation (Sulfidic) Corrosion Failures in Oil Refineries

1 RP 939E - Identification, Repair, and Mitigation of Cracking of Steel Equipment in Fuel Ethanol
Service

1 RP 941- Steels for Hydrogen Service at Elevated Temperatures and Pressures in Petroleum
Refineries and Petrochemical Plants

1 RP 945- Avoiding Environmental Cracking in Amine Units

1 RP 970-Corrosion Control Documents

Manual of Petroleum Measurement Standards (MPMS):

f Chapter 5.5, ? Ed., Aug 2005, Fidelity and Security of Flow Measurement Ptsd
Transmission Systems

f Chapter 21.1," Ed.,Feb 2013, Flow Measurement Using Electronic Metering Systems
Electronic Gas Measurement

f Chapter 21.2,%Ed., June 1998, Flow Measurement Using Electronic Metering Systems
Electronic Liquid Volume Measurement Using Positive DisplacermedTurbine Meters

f Chapter 17.2," Ed., May 1999, Marine Measuremeneasurement of Cargoes Board
Tank Vessels

f Chapter 17.10,°1Ed., April 2014, Measurement of Cargoes on Board Marine Gas Carriers Part
1—Liquefied Natural Gas

ASME:

The American Society of Mechanic&ngineerdASME) is the professional society that initially
led the development of the pipeline safety consensus stande8tE published the firgtandard

for pressure piping in 1935Today, the ASME standard for natural gas transmission pipelines is
ASME B31.8, and the ASME standard for liquid pipelines is ASME B31.4.

ASME B31.4 and B31.8 embody requirements for managing the life cycle of a pipeline system,
including requirements for material specification, design, welding, construction, testing,
operations, and maintenanc@ne of the unique aspects of the ASME pipeline standards is that
they require every system to be pressure tested prior to being placed into service. Pipelines are



one of the few engineered structures that undergo-sgmcetest. The ASME pipeline standards
also specify conservative design factors to ensure the system is resilient from inception.

Many aspects of the ASME pipeline standards were codified into a set of Minimum Federal Safety
Standards for Transportation oatural and Other Gas by Pipelines (49 C.F.R. Part 192) beginning
in 1970. These regulations stipulated requirements for mateanddsesign, welding, construction,
overpressure protection, operations and maintenance. Federal regulations for hazardbus lig
pipeline safety were first promulgated in 1981 and incorporated many of the elements from the
gas pipeline regulations and ASME standards.

NACE:

NACE develops consensus standards for preventing and mitigating pipeline corrosion. For
example, NACE dveloped a recommended practice for the control of external corrosion in buried
and submerged piping in 1969. The recommended practice has been revised over the past thirty
years and is today embodied in NACE SP0169. A similar standard was developedrial
corrosion, SP0106. Federal regulations for pipeline corrosion control were first promulgated in
1971.

SharedLeadingPractices

The oil and natural gas industries have been operating in the U.S. for over a century. Throughout
that time, the industry has successfully respondegpéoationachallenges throughout the

supply chain. Industry has built formalized repositories of kedge and learnings from past
events. Through exercises and reakld events, operators, response contractors, and regulators
have continued to develop and share expemtigardng emergency response and business
continuity. Thus, there is significantpcity within the industry focused on business continuity,
which is a term that encompasses the concept of resilifeaould pointhe DOE ORo the

study the Secretary of Energy commissiobgdhe National Petroleum Coun@NPC)in 2014

to study oiland natural gas industrgsilience Enhancing Emergency Preparedness for Natural
Disastersas well as th2016 addendunThe NPC emergency preparedness study provides
advice on how the oil and natural gas industry and government at all levels caprieptee for

and respond to defined emergencidse reporistates

“Under normal conditions, the U.S. oil and natural gas supply ehdios production of

crude oil and natural gas, through transportation and processing, to distribution to retalil
facilities and end usersare robust and highly resilient. This resiliency barwitnessed

almost daily as companies involved in the production and distribution of fuels routinely

make adjustments to their systems to compensate for both planned and unplanned temporary
variations, including disruptions. These routine adjustmentstaiaia steady supply of fuel

to consumers. A key source of this resiliency and robustness comes from diversity of supply
sources and diversity of distribution channels, including the following:



1 2.1 million miles of natural gas utility distribution and\gee pipelines providing
service in all 50 states

1 306,000 miles of wideliameter, higkpressure interstate and intrastate natural gas

pipelines

1 192,000 miles of crude oil and petroleum products (gasoline, diesel, jet fuel, natural

gas liquids, etc.) pipeles 142 refineries nationwide 1,305 petroleum products
terminals

1 8,000 independent marketers of gasoline, propane, diesel, and home heating oil.

While some of these figures have changed in the last few years (largely increasing), the report is
full of information as informative and relevant today as it was in ZDirbugh many

engagement sessions and the review of historicalatteon plans, the repostconclusions and

recommendationsatear gely focused on i mprovements

communicate and respond to an eyeoth within the government and with the private sector.

The following is @ exemplanyist of planning and implementation guidance developed by
industry or Federal government entitigsich support planning, preparegss, security and
resilience Operatorsnay consult the current editigrof these and other references on a frequent

to t

basis in developing asedritypregranse wi ng t heir compa
T Feder al Emergency Management Agency’'s Continui
f International St an daBugshsss ContiputynManagamend Systesns 2 2 3 0 1
T I'nternational St a n d Seculitg an®Regilenté zati on’' s 22316
T National Fire Pr ot-Sartdardfor EndesgsnoydviarmgemennahdsBusinés® 0
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Continuity

American Chemistry Councizuidance for Addressing Cyber Security in the Chemical Industry

American Gas Association (AGA) Report Number Cyptographic Protection of SCADA
Communications, Part 1: Background, Policies and Test Plan
American National Standards Institute (ANSI)/International Society of Automation

(ISA)99.00.01- 2007,Security for Industrial Automation and Control Systems: Terminology,

Concepts, and Models

ANSI/ISA —99.02.01- 2009, Security for Industrial Automatioand Control Systems:
Establishing an Industrial Automation and Control System Security Program

American Petroleum Institute (API) Standard 1Bsdeline SCADA Security (under revision)
U.S. Department of Commerce, National Institute of Standards and TeghNIST),
Framework for Improving Critical Infrastructure Cybersecurity

U.S. Department of Commerce, NIST, Special Publication@)Guide to Industrial Control
Systems (ICS) Security

U.S. Department of Homeland Security, Office of Infrastructuregtion,RiskBased
Performance Standards Guidance: Chemical Facility Amtirorism Standardsyiay 2009

U.S Department of Energy, Office of Electricity Delivery and Energy Reliabititgrgy Sector
Cybersecurity Framework Implementation Guidardamuary 2015



1 U.S Department of Homeland Securityansportation Systems Sector Cybersecurity Framework
Implemetation GuidanceJune 2015

The Deepwater Horizon accident is an example of how the industry utilizes lessons learned to
improve industry performance, forminget Center for Offshore Safety (CO&an industry
sponsored group focused exclusively on offsheafety on the U.S. Outer Continental Shelf.

The Center serves the US offshore oih&turalgas industry with the purpose of adopting
standards of excellence to ensure continuous improvement in safety and offshore operational
integrity.

The Center isesponsible for:

f Developng good practice documents for the offshore industry in the areas of Safety and
Environmental Management Systems (SEMS)

1 Assuring that third party certification prog
objectives

1 Compiling andanalyzing key industry safety performance metrics

1 Coordinating Center sponsored functions designed to facilitate the sharing and learning
process

1 Identifying and promoting opportunities for the industry to continuously improve

1 Developng outreachprograms to facilitate communicating with government and external
stakeholders

Security Builds Resilience

Millions of miles ofpipelinestraverses the United Stat@sostly underground; thousands of
compressor stations, pumping stations, and other abmwegjfacilities; and a highly reliable

storage network of underground geological reservoirs and aboveground tank facilities. Given the
expansiveness and diversity of these operations, physical security is strategicallyaseitk
approach that takes alystems and system components into consideration, dmténgin on
protection of the most critical for public safety and to minimize opportunities for unauthorized
disruption. TheT SA Pipeline Security Guidelinas theleading reference used for pipain

physical security. Operators also use the DHS Infrastructure Survey Tool, which stresses
resilience. Fences, routine patrols, and continuous monitoring, as appropriate, help protect
aboveground facilities such as compressors, well sites, processing,plaimeries, and meter
stations. Unmanned aeri al sy grmorgtonsg, iftrus®s) , al so
cameras, moticwetectors, and biometrics are all examples of technologies deployed to address
physical threats. The oil and natural gaduistries routinely hold threat briefings and workshops

to discuss and improve security and have developed industry guidelines and identified practices
to protect facilities and data. Oil and natural gas trade associations and operators regularly run
simulaed response/recovery exercises to help prepare for natural enatendisasters. The



industries also work closely with government agencies to share threat information through the
Downstream Natural Gas Information Sharing & Analysis Centers (DNG ISAERi and

Natural Gas ISAGQONG ISAQ), the Electricity ISAC, the Fusion Centers, FBI, local law
enforcement and emergency responders, and the Sector Coordinating Councils.

Refinery Resilience

The refining industry plays a key rolenmaintaining and distributing the oil and gas supply

within the United States and the world and many refining sites are categorized as critical
infrastructure by various government agend&3E, DHS and the USCG.Ensuring that

facilities are secure andgpared to deter threats is a top priority for U.S. refiners. Refining
facilities in the U.S. are required to follow federal security regulations and to ensure the safety of
their employees, operations and surrounding communities. As technology haseddweainc
industries are continually evolving to protect our critical infrastructure trgimerattacks

The refining industry, a subset of the oil indusbglieves in a collaborative and proactive
approach to all security and cybersecurity issRe$iners and their trade associationk
closely with federal agencies to examine and advise on seoelatgd practices and policies,
standards and guideliseand regulatory and legislative trends.

Giventhec r i t i c al nature of t hes g@hyscalsesgity thighlyAmer i c a
important and just like pipelineemploysa riskbased approach tag into consideration

security protections ahwvulnerabilities, locations and site/company resiliency. Refineries are

subjectto two major security regulatory regimesCFATS and MTSA. These programs are fisk

based and performantased regulations that by their nature require a partnership appridach

the DHS and the USCQCFATSisthenat i on’ s first regul atory prog
security at higkrisk chemical facilities. The Cybersecurity and Infrastructure Security Agency

(CISA) manages the CFATS program by working with faciliteensure they have security

measures in place to reduce the risks associated with certain hazdrelmicals angrevent

them from being exploited in a terrorist attadtes must adhere B CFATSrisk-based

performance standardsThese performance standastisess resilienceia security features such

as kences, routine patrols, atrdining, cybersecurity, background checks, efic.addition,

refining sites are now beginningtousemanned aeri al systwdeos, al so
monitoring, intrusion cameras, motioletectors, and biometriesall examples of technologies

deployed to address physical threats. fdiming sectoroutinely hold threat briefings and

conference$o discuss and improve security and have bpesl industry guidelines and

identified practices to protect facilities and data.

MTSA was enacted to addrgssrt waterway security. It requiregsselsand port facilities to
conductvulnerabilityassessments and devekgeurityplans hat may include passenger, vehicle

and baggagscreeningprocedures; security patrols; establishing restricted areas; personnel
identification procedures; access contr@asures; and/or installationsafrveillanceequipment.

The Act creates a consistent security program for all the nation's ports to better identify and deter
threats.
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Developed using riskased methodology, the MTSA security regulations focus on those sectors
of maritime industrythat have a higher risk of involvement in a transpamagecurity incident,
including various tank vesselsargeslargepassenger vessetsaargo vessejsowing vessels
offshoreoil and gas platformsnd port facility sites such as refineries that may handle certain
kinds of dangerous cargo or service the vessels listed above.

MTSA also required the establishmefitommittees in all the nation's ports to coordinate the
activities of all port stakehders, including other federal, local and state agencies, industry and
the boating public. These groups, called Area Maritime Security Committees, are tasked with
collaboratingon dans to secure their ports so that tegource®f an area can be best used to
deter, prevent and respond to terror thrdésinery tade associations and optera regularly

run simulated response/recovery exercisdeetp prepare for natural or mamade disasters. The
refining sectomlso work closely with government agencies to share threat information through
ONG ISAC, the Fusion Centers, FBI, local law enanent and emergency responders, and the
Sector Coordinating Councils

Additionally, refining companies and sites all have hurricane preparedness plans and business
continuity plans to consider how to maintain business continuity in case of other natural

disasters, an infectious disease outbrealkven a crippling work shortagemerican Fuel and
Petrochemical ManufacturerAEPM) member companies work throughout the year with

federal, state and local first responders to develop detailed hurricane preparedness and response
plans and to practice those plans using drills and exercises to ensure employees and facilities are
ready forunexpected events. These companies also work closely with state and federal
government agencies, includibiHS, DOE, DOT PHMSA, the USC@nd state energy offices

to share information and coordinate efforts.

Refineries invest heavily in preventative meaasuwand regularly update process hazard analyses
and other risk assessments to apply learnings from previous weather events to their facilities.
Thenatioris refiners and petrochemical manufacturers have developed robust preparedness
measures that can beken in the event of a hurricane or extreme weather event. Refiners are
proactive in planning for these types of events. Refiners have taken measures like building and
elevating new refinery control rooms, electrical equipment, pumps and compressalto

flooding, as well amdded redundant power supplies and generatbes have developed,

executed and continuously refine comprehensive preparednessipidrave also increased-on

site containment facilities and developed additional operating guoee for startup and

shutdown events.

Preventative closures of refineries are a cen
preparedness protocols in advance of a storm like Hurricane Harvey. Shutdowns can take several
days and are done carefully tasaire the safety of workers and surrounding communities. After
shutdowns, these facilitbes arewtypbcathy sha
safety and any potential damage resulting from the storm. These preventative measures are
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https://en.wikipedia.org/wiki/Resource_(economics)

effective. Harvey disrupted fuel markets by impacting 24 refineries that normally churn out a
quarter of U.S. fuels. This prompted market participants to turn to inventories and send fuel over
longer distances to keep feeding markBtg. 20 refineries resumddel manufacturing, in full

or in part, in the two weeks following the storm. At that point, facilities still offline represented

just 4 percent of U.S. refiningcapacilyhi s i s a testament to refine
and supplying fuels the acritically important to the American economy. The relatively quick
resumption in outpuas significant given that restarting plants is much more complicated than
flipping on a light switch. Like shutdowns, restarts must be done slowly and delibetately,

protect the health and safety of employees, as well as communities and the environment. Restarts
after storms include securing safe access to the site, checking the integrity of equipment, storage
tanks, process units and instrumentation. They alsodedhspecting facilities for storm

damage, making necessary repairs and verifying there are sufficient feegstctkas oil and

natural gasavailable for processing from ports and pipelines. Inbound supplies must be able to
arrive at the refineryandoutbound products must have a clear route to meskdtansportation
infrastructure is also examined before opening. As soon as all facilities are determined to be safe,
crews move to energize electrical systems and cautiously ramp up activity insproitego

begin turning raw materials to into products such as diesel, gasoline and jet fuel.

When a refinery is restarted, operators proceed slowly and carefully because piping systems may
have unprocessed hydrocarbons inside of them left ouartire shutdown. Operators also work

to identify anomalies or changes in the system as units are brought back online. Making sure
each unit is operating normally keeps the overall system safe. Sometimes refineries must flare
during shutdowns or restarts.flare is first and foremost a safety device, essentially a safety

relief valve, which a refinery uses to safely burn excess material, or hydrocarbons, which cannot
be recovered or recycled. The excess hydrocarbons are safely burned in the flare, a more
ervironmentally sound method than releasing the hydrocarbons directly into the atmosphere.
Flaring is regulated by both the EPA and state environmental agencies and is minimized as much
as possible. In sum, preventative closures, as well as restarts arg] fee part of methodical
procedures designed to ensure the safety of workers, communities and the environment. The
resumption in activity we have seen at Gulf Coast refineries speaks to the resilience of the
industry and its commitment to fueling Amezic s ec onomy.

AFPM andtheirmembers also provide websites with links to a suite of government materials
and information, including an emergency supply checklist, contact information for emergency
management agencies across the country, and flood s#tatyation for the public to access at
any time such as:

1 https://www.afpm.org/industries/performance/prepadlisyuption
1 https://www.afpm.org/system/files/attachments/AFNhite-PaperHurricaneSecurity
Operations.pdf



Conclusion

In summary, afetyis the core value of our industrieseWontinue to work witlgovernment and
private stakeholders to promote the safe, secure, resilient, and environmentally responsible
operations of our systems in a manner that reduces potential riekpatilic, as well as
employees, contractors, and operations.

Given safety being a core value, we view resilience as a product of many interconnected efforts

to operate safely and efficiently, throughout
ahlity. Resiliencas not a standalone concept. The natural gas and oil industries design and build
resilience into our processes and progrdisreme weather events continue to test our systems

and demonstrate our resilienc@geoational capabilities mimize the possibility that a disruption

has more than a localized impaRegardless, these same events drive our system improvements.

We recognize the signifi casystemandstrevedaigtopl ay 1 n
improve our ability to delivethe critical products to meet consumer demand.

Should you haveuestions regarding the material listed or would like to meet with our
organizations, please contact Suzanne Lemielepaeuxs@api.org or 26@82-8453.

Regards,

Frank Macchiarola Christina Sames

Vice President, Downstream & Industry Vice President, Operations and Engineering
Operations American Gas Association

American Petroleum Institute
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Dave Schryver Michael Isper
Executive Vice President Director, Secuity, Reliability, & Resilience
American Public Gas Association Interstate Natural Gas Association of
America
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Jeffery Gunnulfsen
Senia Director, Security and Risk Management Issues
American Fuel & Petrochemical Manufacturers



